110 OpPraHM3alii aHTUBUPYCHOH 3a1UThl HHYOPMAIHOHHO — KOMMYHHKaLHMOHHOH
CUCTEMBI

1. O61re nonoxeHus

1.1. ILlenbro CO34aHUS CUCTEMBl AHTHUBUPYCHOM 3alIMThl  SBJISETCH
obecrieyeHre  3aANUIIEHHOCTH  HWH()OPMALUOHHO-KOMMYHHMKAIMOHHOM ~ CHUCTEMbI
(nanee - MKC) MyHHMUMIAIBHOrO OOJDKETHOrO MOMIKOIBHOIO 00pasoBaTe/ibHOTO
VUpeXIEHHs JETCKOoro caaa KomOunupoBaHHoro Buga Ne 25 «[luénka» cr.
Bproxoselkuii MyHHIUNaTLHOr0 o6pasoBanus bproxoselkuii paion (manee - J10Y)
oT BO3/ICHCTBUS pa3TU4HOTO pona BPEJIOHOCHbIX MporpaMM "
HEeCaHKIIMOHUPOBAHHBIX MACCOBBIX IIOYTOBBIX PAacChUIOK, NPEAOTBpAIleHHs HX
BHEJpEHHs B MH()OPMAIMOHHBIE CHCTEMBI, BbIABICHUS M 0€30MacHOr0 ylaleHus M3
CHCTEM B cllydae TOMNajlaHus, a Takke QIIbTpally 10cTyna nojssosateneit IOV
HENPOAYKTUBHBIM MHTepHET-pecypcaM U KOHTPOJIS UX 2JIEKTPOHHOM MEPEMUCKH.

[, OCHOBOINOJIAralOIMMHA  TpeOOBAaHUAMM K CHCTEME aHTHBHPYCHOM
samuTel 1OV aBastoTCs:

1.1.1. peuieHue 3a1a4¥d aHTUBUPYCHOM 3aIUTHI JOJDKHO OCYLIECTBIATHCS B
obmem Buge. CpeacTBO 3am|Thl HE JODKHO OKa3blBaTh NPOTHBOJIEHCTBHE
KOHKPETHOMY BHPYCY WJIH TpyIilie BUPYCOB, IPOTUBOAENCTBUE TOJDKHO OKa3bIBaThC
B TIPE/IIOJI0KEHHAX, YTO BUPYC MOXET OBITh 3aHECeH Ha KOMIIBIOTEDP M O BUpycCe (0
ero CTpyKType (B 4acTHOCTH, CHUTHAType) M BO3MOXHBIX JEHCTBHSX) HHYEro He
M3BECTHO;

1.1.2. peleHue 3aa4yd aHTMBUPYCHOM 3alMThI JODKHO OCYIIECTBIATHCS B
peajbHOM BpEMEHHU.

1.2.  Meponpusrtusi, HalpaB/ieHHbIe Ha pelleHue 3ajad [0 aHTUBUPYCHOU
3allluTe:

1.2.1. ycTraHOBKa TOJIBKO JIML[EH3MPOBAHHOTO MPOrPaMMHOIO O0€CreYeHHst
nmbo GecriaTHOE aHTHBUPYCHOE MpOrpaMMHOe obecriedeHue, uayliee B KOMIUICKTe
¢ MOJJIMHHOM orepalnruoHHoM cucteMoit (tuna Microsoft Security Essentials (cets 1o
10 pa6ounx cranuumit) niu Microsoft Forefront Endpoint Protection (cers 6osee 10
pabo4MX CTAHLIKMIA)), 0 IepXKUBatoLIee paboTy C M0JIb30BaTENbCKMMHU IIPOQUIIIMH;

1.2.2. perynspHoe 0OHOBJIEHHE U eKeIHEBHbIE MPOMUIAKTUYECKHE TIPOBEPKH
(>KenaTelbHO B Hepabouee HOUHOE BpeMs);

1.2.3. HempepbIBHBIM KOHTPOJIb HaJ BCEMH BO3MOXHBIMH IMyTSIMU
NPOHWKHOBEHHMs  BPEJOHOCHBIX  IPOrpaMM,  MOHMTOPDHMHI  aHTHBHPYCHOH
©e301acHOCTH U 0OHapy)XeHUEe NeCTPYyKTUBHOM AKTMBHOCTH BPEJOHOCHBIX MPOrpaMM
Ha Bcex oobekTax UKC;



1.2.4. exenHEBHbIM aHAIW3, PAHXUPOBAHUE U IMPEIOTBPAIICHUE YIPO3
pacrpoCTpaHEHUsT U BO3JCHCTBUS BPEJAOHOCHBIX MPOrpamMM TyTEM BBHISBICHUS
ysi3BuMocTtei ucnonbdyemoro B UKC onepanmonHoro mporpaMmmHoro obecreyeHus
U CETEBBIX YCTPOWCTB M YyCTpaHEHHUs OOHAPY>KEHHBIX JEPEKTOB B COOTBETCTBUU C
JAHHBIMU MOCTaBILIUKA IPOrpaMMHOTO oOecrieyeHust u IPYTUX
CHEIUATN3UPOBAHHBIX AKCIIEPTHBIX aHTUBUPYCHBIX CITYXKO.

1.2.5. mpoBenenue npopuIaKTUYECKUX MEPOTIPUATUHN IO MPETOTBPAIICHUIO U
OTPAaHUYEHUIO BUPYCHBIX OSIUJEMHM, BKIIOUYAIONIMX 3arpy3Ky M pa3BEpThIBAaHUE
CIEUUANIBHBIX TPaBWJl HEWTpanu3aluu (OTPaKEHHUIO, W3OJSUUM W JIMKBUJIALIHH)
BPEIOHOCHBIX TMPOrpaMM Ha OCHOBE PEKOMEHJAlMK 10 KOHTPOJIIO aTak,
MOATOTaBIMBAEMbIX Pa3pabOTUMKOM CPEJICTB 3alIUTHI OT BPEIOHOCHBIX MPOTPaMM U
JIPYTUMH CHEUUAIM3UPOBAHHBIMUA SKCIEPTHBIMU AaHTUBUPYCHBIMHU CITy)KO0amMu 110
TOro, Kak OyIyT BBIMyIIEHBI (ailjibl UCIPABICHUM, MPU3HAKOB U AHTUBUPYCHBIX
CUTHATYP.

1.2.6. mpoBeaeHUE PEryIIAPHBIX TPOBEPOK LHETOCTHOCTH KPUTHUECKU BaXKHBIX
nporpaMm M JaHHbIX. Hanuuue numHux (aiiaoB U Cle10B HeCAaHKIIMOHUPOBAHHOTO
BHECEHHUS U3MEHEHUH JOJKHO OBITh 3aPETUCTPUPOBAHO B KYpHAJIE U PacCIeIOBAHO;

1.2.7. BHemHWE HOCHUTENTW HWH(OpPMAIMKU HEU3BECTHOTO MPOUCXOXKICHUS
CJIeIy€eT MPOBEPATHh HAa HAJTMYKME BUPYCOB /10 UX UCIIOIb30BAHUS;

1.2.8. HEOOXOAMMO CTPOTO MPHUACPKUBATHCS YCTAHOBJICHHBIX MPOIEAYP IO
YBEIOMJICHHIO O CIly4asX MOPaXEHUsS aBTOMATU3UPOBAHHON WH(POPMAITMOHHON
Cpeibl KOMIBIOTEPHBIMU BUPYCAMU U HPUHSATUIO MEP MO JIMKBUAAIMU MOCIEACTBUN
OT UX MPOHUKHOBEHUS,

1.2.9. cnenmyer wumeTh IJIaHbl oOecnieyeHust OecriepeOOWHON pabOThI
YupexaeHus: 1jis cliydaeB BUPYCHOTO 3apa)K€HUs, B TOM YHCJIE TUTaHBI PE3€PBHOTO
KOIUPOBAHMS BCEX HEOOXOJUMBIX JAHHBIX U MPOTPaMM M MX BOCCTAHOBJICHUS. DTH
MEpbl OCOOCHHO BaKHBI JJIsi CETEBBIX (DAMIIOBBIX CEPBEPOB, MOACPKUBAIOIINX
00JIBIII0€ KOJTUYECTBO PAOOUYUX CTAHIIHM.

1.3. TexHOIOTHMYECKUE UHCTPYKIUU

1.3.1.B  IOY pykoBoauTeneM JOJDKHO OBITh  HA3HAYEHO  JIUIIO,
OTBETCTBEHHOE 3a AHTUBUPYCHYIO 3alIUTY, B JIOHXKHOCTHBIE WHCTPYKIMHU IS
KOTOPOTO JOJKHBI OBITH TPOIMMCAHBI TIOPSIOK JCUCTBUS B TIEPUOJ BHUPYCHBIX
SMUIEMUN, TOPANOK JEWCTBUA MPU BO3ZHUKHOBEHUM BHEIITATHBIX CHTYAlUU,
CBSI3aHHBIX C PabOTOCIMOCOOHOCTBHIO CPEJICTB AHTUBUPYCHOM 3aIlUTHI, MOPSIOK
JNEUCTBUM Uil YCTPAHEHUS IOCIIEICTBUM 3apaxkeHWid. B mpoTMBHOM ciydae Bes
OTBETCTBEHHOCTh 3a OOECMEYeHHWE AaHTUBUPYCHOM  3alIUThl  JIOKHUTCS  Ha
PYKOBOJUTENS Y UpeKACHUS.

1.3.2. B VYwupexnaeHun MOXKET HCIOIb30BATHCS TOJBKO JIUIIEH3MOHHOE
aHTUBUPYCHOE TMpOrpaMMHOE obOecrieueHre Jud0 CBOOOIHO-PACTIPOCTPAHIEMOE
IpOrpaMMHOE 0OecTieueHue.

1.3.3. OOs3arenbHOMY aHTUBUPYCHOMY KOHTPOJIIO TOJUICKHUT JIH00ast
uHdopmarus (TeKCToBbIe (ailyibl TIOOBIX (GOopMaTOB, (HalIbl TaHHBIX, UCIIOJIHIEMbIC
dainpl, MOYTOBBIE  COOOIIEHMs), MOJdydaemas W IepefaBaeMas 10
TEJICKOMMYHUKAIIMOHHBIM KaHalaM CBSI3U, a Takke WHMOpMAIUs, HaXOsIIascs Ha
CHEMHBIX HOCUTENSAX (MarHUTHBIX AMCKaX, JeHTax, CD-ROM, DVD, nakonuTensax u



T.n.).  KoHTponmp  ucxomsmeid  uHPoOpMamuu  HEOOXOAMMO  IPOBOAUTH
HEIOCPEJICTBEHHO IE€pe]l apXMBHUPOBAHWEM M OTIPABKOW (3alMCBIO HAa CHEMHBIN
HOCHUTEIh).

1.3.4. @aistpl, mnoOMemaeMple B JJEKTPOHHBIM  apXWB, JOJDKHBI B
0053aTEIbHOM MOPSIIKE TPOXOJIUTh AaHTUBUPYCHBIA KOHTPOJIb.

2. TpeboBanus K MPOBEACHUIO MEPOIIPUATUI IO AHTUBUPYCHOM 3alUTE

2.1. B mnavazne paboThl mpu 3arpy3ke KOMIIbIOTEPAa B aBTOMATHYECKOM
pEeXUME JI0JKHO BBITIOJIHATHCS OOHOBJICHHE AaHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2.  llepuoguueckue TPOBEPKU  DJIEKTPOHHBIX  apPXUBOB  JOJKHBI
IPOBOJIUTHCS HE PEXKE OJHOIO pa3a B HEJEII0, JaHHbIE, PACIIONOKEHHbIE HAa pabounx
CTaHLUAX M0JIb30BATEIIEH — €KEJHEBHO, B HOUHOE BPEMSI 10 PACIIMCAHUIO.

2.3. BneouepegHOW AaHTUBUPYCHBIM KOHTPOJIb BCEX JHUCKOB U (hailjioB
IIEPCOHAIILHOTO KOMITBIOTEPA TOJIKEH BBIIOJIHATHCS:

2.3.1. HemocpeACTBEHHO MOC€ YCTAaHOBKM (M3MEHEHMSs) IPOrpaMMHOIO
o0ecriedyeHns: KOMIbIOTepa IOJKHA OBITh BBHIMOJHEHA aHTHBHPYCHas MpPOBEpKa Ha
CEpBEPAX U NEPCOHATBHBIX KOMIIBIOTEPAX YUPEKICHHUS.

2.3.2. IIpy BOBHUKHOBEHUH MTOJO3PEHNS HA HAIMYKME KOMITBIOTEPHOTO BUPYyCa
(HeTunuyHas paboTa MpOrpaMm, MOSABICHHUE TpadUUYECKUX U 3BYKOBBIX 3()PEKTOB,
MCKOKEHMM JIaHHBIX, MpomnajaHue (ailyioB, dYactoe MNOSBICHUE COOOUIEHUH O
CHUCTEMHBIX OIIMOKAX U T.II.).

2.3.3. Ilpu oTnpaBke M TOJYYEHHH DJIEKTPOHHOW IIOYTHI OIEPATOP
AJIEKTPOHHOM TOYTHI 00s3aH MPOBEPUTH AIEKTPOHHBIE MHCbMA U UX BIIOKEHUS Ha
HaJIN4MEe BUPYCOB.

24. B ciuywae oOHapyXeHUs 3apaxX€HHBIX BHpycamu GalIoB WIK
AJIEKTPOHHBIX MHCEM MOJIB30BATENN 003aHbI:

2.4.1.1lpuocTaHOBUTH padOTY.

2.4.2. HememneHHO TMOCTaBUTh B M3BECTHOCTh O (QakTe OOHApYKEHUs
3apaXXEHHBIX BUPYCOM (AilJIOB OTBETCTBEHHOI'O 3a OOECHEYEHHE AHTUBUPYCHOMU
3alIUTHI (B Clydae ero OTCyTCTBUS — 3aBeaytoiiemy) JOVY.

2.4.3.CoBMECTHO C BIAJENbLEM 3apaXEHHBIX BUPYCOM (HaijioB MPOBECTH
aHanu3 HeoOXOIUMOCTHU JaJIbHEHUILIEro UX UCIIOJIb30BaHUSI.

2.4.4.1lpoBecTy JI€UEHUE UM YHUUTOXKEHHE 3apaKEHHBIX (PailyioB.

3. OTBETCTBEHHOCTh

3.1.OTBETCTBEHHOCTh 3a OPraHMU3aLMI0 AHTUBUPYCHOM 3aIMTHI BO3J1aracrcs
Ha PYKOBOJUTEIS Y UPEXKICHUS UIIU JIMLIO, €r0 3aMEILaoIIIEee.

3.2. OTBETCTBEHHOCTh 3a TMPOBEICHHE MEPONPUATUNA AHTUBUPYCHOIO
koHTposs B JIOY Bo3naraercss Ha OTBETCTBEHHOI'O 32 00€CIEUYeHUE aHTHUBUPYCHOM
3aluThI, coOmtofaeHue TpeboBanmii Hactosmerd WHCTpykumu mnpu pabore Ha
MEPCOHANBHBIX PA00YMX CTAHLIMAX BO3JIAracTCs HA MOJIb30BaTEIeH JaHHBIX CTAHLIUH.

3.3.Ilepuoanyecknii KOHTPOJIb 3a COCTOSHHEM AHTHBUPYCHOW 3aIlUTHl B
JOYVY ocyuiecTBisieTcss pyKoBOAUTENEM U (PUKCHUpYyeTcsi AKTOM MPOBEPKH (He pexe 1
pa3 B KBapTal).



